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Accessing CQUniversity Roam
using Windows XP and Microsoft wireless

Using Windows XP and an Intel PROSet/ Wireless client p.- 4

Assistance with CQUniversity Roam p. 5

The following requirements are needed when using Windows XP and Microsoft Wireless to access
CQUniversity Roam.

° PC with Windows XP and Service Pack 1 or 2.
. Download the latest Windows updates.
° Use a Network Wireless card with the latest drivers.

CQUniversity Roam uses 802.11a/g/n
(54meg, not the 108meg dual channel systems available on the market).

. Ensure the IP address is configured to use a dynamic IP address allocation.
If it is set to a fixed address it will not work.

The following instructions are available to as- 3 |_L Wireless Network Connection 4 Properties @@1

sist students and staff with connecting to - —
CQUniversity Roam using a Windows XP General ((Wireless Networks) | Advanced
laptop while working on campus. [T——

UzewWindows bo configure my wirgless network, zettings

1. Open the “Network Connections” i .
window. This is located under: Start —> vElmplETChns:
Settings —> Control Panel —> To connect to an available network, click Configure.
Network Connections. | ¥ COURaam
1 COUARMNet
2. Right-click on the “Wireless Network E =
Connection” option and select Pietaifatmatmsmi
Properties”. | Autormatically connect to available netwaorks in the order listed
belo:
. | § cqur '
3. Select the “Wireless Networks” tab ® CQUAcem

(pictured right). This option is available . wamen

when a wireless card is installed and -
activated. I K Add... J[ Remove H Properties l

Leam about getling up wisless nebwork
4. Click the “Add” button (pictured G
right).
(] ] [ Cancel ]
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Accessing CQUnNiversity Roam using Windows XP (continued)

5. Please complete the following fields
with the appropriate information
(pictured right).

Network name (SSID): CQURoam
Network Authentication: WPA2
Data Encryption: AES

If the options WPA2 and AES are not

available from the drop-down lists, please

check for the latest drivers on the
Wireless card.

Note: Students and staff using Service
Pack 1, may need to download a
Microsoft patch (called

Q815485 _WXP_SP2_x86_ENU.exe)
from this website:
http://www.microsoft.com/downloads/
details.aspx?FamilylD=009d8425-ce2b-

47a4-abec-
274845dc9e91&displaylang=en

6. Click the “Authentication” tab and
uncheck the following two options:
. Authenticate as computer when
computer information is available

° Authenticate as guest when user or

computer information is unavailable

7. Select the option “Protected EAP
(PEAP)” from the EAP type drop-down
list.

8. Click the “Properties” button.
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Asszociation | Authentication | Connection

Metwork name [S510]: ©

[[] Connect even if this netwark is not broadeasting

Wwireless network key

Thiz network, requirez a key for the following:
o —

Metwork, Authentication:

[ata enciyption:

[ (1]:8 l [ Cancel

)

Wircless network proportics

Azzrriabinn (Autkenticalion

Selzctthisoption o provide authepticated Fetwork access far
wirelezs Ethermel networs,

[¥ | Eriable |EEE BOZ1  authehtication for this netioark

21

EAP typa: (| Pratected EAP [FEAP]

uthenticate as computer ahen computsr infornation iz
available

Lthenticate as guest when wzer or corputer infarmalion iz
unAavalahle

=

Cancel |
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Accessing CQUnNiversity Roam using Windows XP (continued)

9. A “Protected EAP Properties” window 9 2l x|

will open.
when connecking:

. Uncheck the “Validate Server @alidate sepver certificate

Certificate” option.
« [T Connect ko these servers:
. Select the “Secure password
(EAP-MSCHAP v2)” option from I
the Select Authentication Method drop- 3
down list Trusted Rook Certification Suthorities:
[ #Ba.ECOM Radt cA f]
[ autoridad Certificadora de |a Asociacion Macional del Motaria
[0 autoridad Certificadora del Colegio Macional de Correduria P
[ Baltimore EZ by DST
D Belgacom E-Trust Primary C&
D Casy HET Securehblet CA Class &
D Cadt HET Securehlet CA Zlass B
10. An “EAP MSCHAPV2 Properties” [ casw HeT Secureiet ©a Rook -
window will open. 4] |
. Uncheck the “Automatically use

Windows logon name” option.
Select

Secured password (EAP-MSCHAP w23 j Configure, ., |
[” Enable Fast Reconnect
ok I Cancel |

11. Click “OK” on each window that is open.

(RO EAP MSCHAPY2 Properties i x|

We'hen connecting

12.  After a few seconds, a popup box will @utnmatically use My Windows logon name and
appear at the bottom of the screen ask- S e
ing for credentials. Click on this popup

box. —

12. i) Wireless Network Connection |£|
Click here to seleck a certificate or ather credentials hor
connection to the network oqu-test
el X
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Accessing CQUnNiversity Roam using Windows XP (continued)

13. An “Enter Credentials” window will Enter Credentials x|

open. 13.

Enter the student or staff
username, password and logon
domain in the spaces provided.

Click “OK”.

14. In a few seconds, a connection to the
CQUniversity network will be established.

To verify this was successful, open a new

. =2 Mame, | |
webpage using a web browser.

Password: J
Logon domain; I

. Laptops using Windows XP with
Service Pack 1 will keep the

username and password in the registry. & ] e |
N

This means students and staff will not need to
re-enter their password when they restart their
laptop.

To clear these details from the registry, please run the following script: removeEAPInfo.reg

° Laptops using Windows XP with Service Pack 2 may experience problems connecting to the
wireless network in areas that have a strong CQUniversity Roam coverage.

Students and staff may need to install the following patch - KB885453-X86-ENU.EXE

Note: Students and staff will need to access the CQUniversity network to run the two scrips listed above.

Using Windows XP and Intel PROSet/ Wireless

Students or staff are using an Intel PROSet/ Wireless client (or any client that is not Microsoft Wireless),
may have to
disable this client to access CQUniversity Roam.

The following information (page 5) outlines how
to disable the Intel PROSet/Wireless client

and use the standar_d Mi(_:rosoft Wireless client Eins=il Witsless Nelworks 'Advance.:ig
to connect to CQUniversity Roam. B aTh

|Jze Windows to configure my wireless netwark, settings

- Wireless Network Connection Properties E|E|

This is relevant if students or staff can not view
the “Wireless Networks” tab (pictured right). Awallable networks:

To connect to, disconnect fram, or find out more information
about wirgless netwarks in range, click the button below.

[ Wiew Wireless MNetworks J
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Accessing CQUnNiversity Roam using Windows XP (continued)

INSTRUCTIONS FOR DISABLING AN INTEL PROSet/ WIRELESS CLIENT

1. Open the Intel PROSet/Wireless oy :

client. This should be located under: 2. ez, IntePROSelWireless

Start —> Programs —> Intel PROSet/ File QEEY Profiles  Help

Wireless. apalication Settings. .. Chrl+-P

Adapter Setings. .. kel

2. The Intel PROSet/Wireless client will look

similar to the image pictured right. F10

Click on the “Tools” menu and select Al HeIEs. B

“Use Microsoft Client”. Intel Wireless Troubleshooker, | Chelhy
3 A new window will open Al ninislralur Toul, ., Clel+T

(pictured right).

. 3.
Click “OK”.
Intel PROSet/Wireless X

4. Clpse the I.ntEI PROSet/ ou will now use the Windows client to connect bo wirgless networks,
Wireless client.

To awitch back to the Intel PROS et wirelezs application and vour existing profiles,

This _Can be done by right-click on the Intel PROS et wirelezs icon in vour taskbar and select " ze Intel
clicking the red cross PEOSetAieless

icon located in the

t ight ' N
Op- right corner. [ Don't show this message again. L oK )
5. This will enable students
and staff to use Microsoft Wireless.
6. Students and staff can now follow the Windows XP instructions (pages 1— 4) to establish a
connection to CQUniversity Roam.
7. Alternatively, to use the Intel PROSet/Wireless client, students and staff can start the application

and click “Enable Intel PROSet /Wireless”.

Need assistance accessing CQUniversity Roam?

Students and staff can contact the ITD Service Centre if they need any technical assistance accessing
CQUniversity Roam while working on campus.

Phone: 1300 666 620 Email: servicedesk@cqgu.edu.au
Internal Extension: 9233 Online Request: http://itservicedesk.cqu.edu.au
International: 61 7 4930 9233 Website: http://cqunitech.cqu.edu.au
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