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Daily Message from PureMessage

You will receive a message from PureMessage when it has quarantined messages that appear to be spam.
This message provides information about the quarantined spam messages as of a particular date.
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Action to be taken:

• When you receive a message from PureMessage, log on to PureMessage, and review your
quarantined messages.

Reporting Spam

If you receive an email which is obviously spam, and it hasn't been tagged with "[SPAM:#..#]" added to
the beginning of the subject, which indicates that PureMessage has determined that the email has a fairly
good likelihood of being spam, or the email has only been tagged when you feel it should have been
quarantined (i.e. it didn't rate a high enough spam probability score), then you can forward the email, as
an attachment, to Sophos.

Please note that this attachment functionality (which is the format Sophos requires) is not available in the
web based Staffmail facility, or Student Webmail facility.

To report spam:

• Create a new message.
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• Enter the following address
°  is-spam@puremessage.net

• Click and drag the spam message from your inbox to the new message.
° This will become an attachment.
° Note: Messages with [SPAM:#] in the Subject line have already been flagged by PureMessage

as suspected spam and do not need to be reported.

• Select the Send button.

Accessing PureMessage

To access PureMessage open Internet Explorer and enter the following URL.

• http://pmx.cqu.edu.au/index.cgi

Login to PureMessage
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To log into PureMessage enter in your domain username and password.

Blocked Messages

This section shows all the spam messages which have been blocked by Sophos.

Returning Messages to Inbox

Messages that are not spam can be returned to your inbox.

• Select the message to be returned.
• Select the Deliver Message button.
•
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• The selected message will soon be returned to your inbox.

Approving Sender

Messages from a known sender which have been reported as spam can be returned to your inbox and the
sender added to the approved list.

To approve sender:

• Select the sender's message.
• Select the Deliver & Approve Sender button.
•

• Select the check box to approve the sender's email address.
• You can approve all email from a site (i.e. msn.com) by selecting the "Approve all email from" check

box.
•
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• The message is returned to your inbox and the sender is added to the Approved Senders list.

Deleting Messages

Spam messages can be deleted from the Blocked Message area.

To Delete Message:

• Select the message to be deleted.
• Select the Delete Message button.
•

• The message will be added to the Delete Message list.

To Delete All Messages:

• Select the Delete All button.
•
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• Select OK.
• All the messages will now be deleted and added to the Deleted Message list.

Deleted Messages

This section shows all the spam messages which you have deleted from the blocked messages section.

To Undelete a Message:

• Select the message to undelete.
• Select the Undelete Message button.
•

• The message is returned to the Blocked Message list.
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Approved Senders

This section allows you to approve senders if they have been blocked.

To Add an Approved Sender

• Select the Add Sender button.

• Enter the address of the sender to add.
•

• Select the Add Sender button.
• The sender has now been added to the Approved Senders list.
•
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To Delete an Approved Sender

• Select the sender which is to be deleted.
•

• Select the Delete Sender button.
• The sender has now been deleted from the Approved Sender list.

Blocked Senders

• Select the Add Sender button

• Enter the address of the sender to add.
•
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• Select the Add Sender button.
• The sender has now been added to the Blocked Senders list.

To Delete a Blocked Sender

• Select the sender which is to be deleted.
•

• Select the Delete Sender button.
• The sender has now been deleted from the Blocked Senders list.

Options

This section allows you to disable all spam filtering performed by Sophos, and provides a hold blocked
messages feature for when you are on holidays.

To Disable All Spam Filtering
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• Select the "Disable all spam and offensive content blocking for my messages." check box.

• Select save

To Hold Messages

• Messages will be automatically kept 30 days after the selected date.

To Specify a Hold Date

• Select a date from which you want the messages to be held.
° For example, if you get back from holidays on the 22 January 2007, enter that date as the hold

date.
•

• Select Save to save changes made.

Log Out

To log out of PureMessage select the Log Out option.
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Sophos PureMessage Filter Settings

All emails are assessed by Sophos PureMessage and a spam probability score is determined. Dependant
upon the score achieved, different actions are taken. Listed below are the current settings for filtering
emails.

Spam probability Action
95 - 100% Discard the spam message
75 - 94% Quarantine the message
50 - 74% Add the spam score to the message subject and forward to
the recipient
0 - 49% Add a hidden x-spam header that includes the spam score
and forward to the recipient, deliver the message as normal

Help

If you encounter any difficulty in processing your quarantined messages, or if you have any other
questions or concerns, please contact the ITD Helpdesk on x9233.
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